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Title of the invention 

5 A method and apparatus for supporting cellular data communication to 

roaming mobile telephony devices 

Freidofthe Invention 

The present invention relates to roaming ceDular data communication 
10 and more particularly but not exclusively to wireless application protocol 
(WAP) data commimication. 



y Bacl^ground of the Invention 

in 

js Two of the most dynamic and fastest growing tedmologics in recent 

O 

jflji 15 years are wireless communications and tlie Internet. Wireless access to the 

■6 

^ J Intranet is currently available from mobile telephones and Irom laptop 

13 

li computers, and is being developed for other mobile devices such as personal 

digital assisumls (PDAs), The WAP (and i-mode technology) is a leading 
contender to provide wireless access to data networks- However Ihere are 
20 currently numerous limitations to WAP data access. 

Figure 1 Illustrates the difference between typical WAP architecture and 
the client server model. Under the client server web architecture model, the 
client 1 10 and web server 1 1 2 are linked directly by the network. Under 
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typical WAP architecture, a WAP gateway 122 located belween the access 
server 124 and tht nctworic server 126 functiods as a proxy gateway. The 
WAP gateway 122 implemente the WAP converi^ion functionality, converting 
non-secure data requests from binary wireless session protocol ( WSP) to text 

5 WSP. Although this proxy is physically static, WAP application servers 124 
may be Jocated elsewhere, closer to the mobile tentiinal. 

In a roaming scenario further limitations arise. Currently WAP roaming 
is based on a WAP gateway proxy at the home network site. Figure 2 shows 
the typical WAP/circuit switched data (CSD) roatning architecture. Tlie 

10 mobile unit, such as a WAP phcme 2 10, is located in a visited public mobile 
network (VPMN). Network access is provided to the WAP phone 210 by a 
WAP gateway 212 physically located in the WAP phone 210's home public 
mobile network (HPMN). The WAP phone 210 is preconfigurcd to place a 
mobile operator CSD call according to the settip burned into it during 



15 production or by the network operator. A typical setup it)cUides the following 
parameters: 



m 



Dial-up Number: 



+4113806777 



User Name: 



star 



Authentication type: 



Normal 



Password: 



home 



Homepage: 



http://wap.starhome.com 



IP Address: 



190.190.10.170 



IP Port: 



9201 
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Bearer: 



Data 



Data call speed: 



9600 



Connection type; 



Temporary 



Connection Security: 



Off 



Inactive/idle timeout: 



300 



Response time: 



150 



Dial type: 



ISDN 



Show images: 



Yes 



Tlie call flow begins with an international data telephony connection 
initiated by a user agent, such as a Mobile Switching Center (MSG) 2 1 4, to the 
dial-up number. After an optional authentication phase, the user receives a 
dynamically allocated HPMN jH^ivate Internet protocol (IP)address from tjie 
Remote Access Server (RAS) 216 or from the Remote Authentication Dial-In 
User Service (Radius) server located in the home network. A Radius server is 
an authentication and acco\mting system used by many Internet Service 
Providers (ISPs). Radius is an unofficial standard used by many authMization 
servers to check that users accessing data services via ISPs have provided 
accurate infonnalion and to authorize device access to ISP systems. 

Once the session is created, a Radius accounting packet is sent from flie 
RAS 216 to the WAP gateway 212, This packet includes the dynamically 
allocated IP address and the user Mobile Station International Subscriber 
Directory Number (MSISDN), The user is recognized in the system in this 
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phase. At the same time, the user agent receives its given IP address back at 
the phcmc and starts iniriating request. 

Routing the call through (lie home network is costly to the user, as the 
roaming data user is obliged to pay long distan(^ or international telephony 
5 charges in addition to any other charges for data services. However, in most 
cases, even that simple yet costly configuration does not work because digital 
calls are not supported intemationaliy, whilst digital calls are the default setup 
for WAP access. Another difficulty may appear when MSJ SDN is required for 
authentication or billmg by the RAS 216 or WAP gateway 212 while the 
10 calling line identifier (CLl) is not delivered over international links, such as 
2 ISUIVSS#7 links. 

Sirs 

I Additional problems arise when the phone is configured to dial a short 

m 

code rather than an international number. Operators commonly use this setup 

P 

for difFcrentiated billing and/or network topology considerations, for example 
pyi 15 to ensure that users always access the physically closest RAS. 

a 

'J Additional drawbacks of the CSD architecture are ineHicient access to 

pyi data service applications, lower performance of these applications, and 

relevancy of the provided information. If the content sever is local (in the 
VPMN or geographically close to the VPMN), a so-called trombcming scenario 
20 is created. The session is CSD tunneled to the HFMN and, a&er WAP 
conv^sion, returns to the VPMN through the IntemeL If the application 
resides on a third domain, such as an international public land mobile network 
(IPLMN);. the session is rcmted from the VPMN via the HPMN and then, to the 
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IPLMN, instead of directly from the VPMN to the IPLMN. In either case, the 
mformation provided to the user is not oriented to visitors and is not updated 
according to the visitor's current location and needs. In some cases, such as 
traffic, weather, and local activities, the information may be irrelevant 
5 General Packet Radio Service (GPRS) mobile operators, while not 

suffering from the same routing difficulties facing CSD mobile operators, have 
difficulty providing convenient data service access to their subscribers. 
Subscribers are routed to a single site, and cannot access a wide variety of data 
services through the mobile operator. 
1 0 A need exists for a cellular data communication method that will 

D 

Q provide roammg users with seamless access to data services throughout the 

P 

ki accessible data networic, and which will provide roaming users with relevant 

p mformation based on boAi their current location and home network* The 

■P 

1= method should also ensure that the data communication is efficiently routed 

t 15 

O 

^ Summary of the Invention 

to According to a first aspect of the present invention there is thus provided 

an interfacing apparams, for association with a first mobile network and for 
supporting cellular data communication to roaming mobile telephony devices, 
20 tlie roaming telephony devices being associated with respective home networks 
and with respective service profiles specifying service networks providing data 
services to the device, the apparatus comprising: a data request analyzer, for 
analyzing requests for data services from the roaming mobile devices, a service 
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network selector associated wilh the data request analyzer, for using the request 
analyses together with respective service profiles to select a corresponding 
service network, and an intcrfacmg engine associated with the service network 
selector, for introducing the roaming mobile devices to the identified service 
5 networks, for directing the data requests to network servers of the s^vice 

networks, and for directing corresponding data responses from network servers 
of the s^icc networks to the requesting roaming mobile devices. 

Preferably, the data communication comprises circuit switched data 
(CSD) conmiunication. 
10 Preferably, the data communication comprises General Packet Radio 

Service (GPRS) communication. 
M Prefisrably, the interfecing apparatus has a link to a supporting 

y interlacing apparatus on at least one of the service networks. 

^ Preferably, the mobile device comprises one of a group comprising: a 

D 

pU 15 mobile telephone, a portable computer, and a personal digital assistant (PDA), 
p Preierably, one of a group of devices comprising: wireless application 

W Ff>tocol(WAP),MHim,CHTML,andSHTl^de^ 

Preferably, ihc mobile device is operable to perform CSI) 
communication, 

20 Prcf<a:ably, the data request analyzer comprises: a device identifier, for 

identifying irom at least one parameter received with a data request from Ihe 
mobile device a respective identity of the mobile device and a data service 
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determine^' for determining from at least one parameter received with the data 
request a respective data service requested by the mobile device. 

Preferably, tfie intcrfecing engine comprises; an introducer^ for 
introducing the mobile device to the selected service network, and a data 
communication manager, for managing data communication between the 
mobile device and network servers. 

Preferably, data communication between the mobile device and a 
service network which allocates a private network address are performed with 
networic address translation, and wherein data communicatiOT between flie 
mobile device and a service network which does not allocate a private network 
address are performed without network address translation, and wherein the 
interfacing engine further comprises a network address translator comprising: a 
visited network address determiner, for determining a visited network address 
allocated to a mobile device by the first mobile network, a service network 
address detemiiner, for determining a service network address allocated to the 
mobile device by Ihe service network, and a readdrcsser, for replacing an 
originating network address of a data request with flie service network address 
and for replacing a destination network address of a data response with the 
visited network address. 

Preferably, the service network selector comprises a service profile 
locator for using the respective identity to locate Ihe respective service profile. 

Preferably, the device identifier is operable to identify the device firom at 
least one of tlie following group of parameters: Mobile Station International 
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Subscriber Directoty Number (MSISDN), mobile device home page, accesii 
point name (APN), and calling line identifier (CLI). 

Preferably, the service network selector is further operable to select the 
corresponding service network according to an identity of tlie interfacing 
5 apparatus. 

Preferably, the service network selector is ftirther operable to select the 
corresponding service network according to a cuirent location of the device. 

Preferably, the service network selector is further operable to identify a 
service netwoA authorization server. 
1 0 Preferably, the introducer is further operable to query the service 

i^twork authorization server to authorize the data service request. 

Preferably, the introducer is further c^erable to perform accounting 
functions. 

Preferably, the device identifier ftirther comprises a home network 
1 5 identifier to identify a respective home network of the mobile device. 

Preferrf)ly, the home network identifier is operable to identify the 
respective home network from at least one of the following group of 
parameters: MSISDN, mobile device home page, APK and CU. 

Preferably, the device identifi^ is further operable to identify a home 
20 authorization server associated with the respective home network of the device. 
Preferably, the introducer is further operable to query the home 
authonzation server to authenticate the mobile communication device. 
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Preferably, the service network authorization server comprises a Radius 

server. 

Preferably, llie interfacing apptiratus further comprises a visitor database 
for storing properties associated with the mobile device. 
5 Preferably, at least some of the properties comprise the service profiles. 

Preferably, the service network selector is operable to use service profile 
information from the database. 

Preferably, the properties comprise at least one of the following group of 
properties: visited network name, visited network location, home network 
10 address, visited networic address, service network address, community profiles, 
and a user profile. 

Preferably, the service profile comprises a user profile associated with 
the device. 

Preferably, (he user profile comprises user specified data service 

15 networks. 

Preferably, the data communication manager comprises a session 
manager operable to create and terminate a data communication session. 

Preferably, the data communication m^g^ comprises a network 
address allocatcr for allocating a visited network address to the mobile device. 
iO Preferably, the data communication manager is further operable as a 

router. 

Preferably, the data communication manager is further operable to 
perform location and identity based routing of the data communication. 
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Preferably, the data communication manager comprises a quality of 
service manager tor managing quality of service. 

Prcfaably, the data communication manager comprises a billing 
manager for managing billing. 

Preferably, the data communication manager comprises a networic 
protocol converter for converting a network protocol of the data 
communication betvireen Wireless Transaction Protocol (WTP) and HyperTcxt 
Transfer Protocol (HTTP). 

Preferably, the data communication manager comprises a network 
protocol converter for converting a data request having an incompatible 
protocol into a predetermined network protocol. 

Preferably, Ihe data communication manager comprises a telephony 
protocol converter for converting a preliminary data request having a CSD 
transport TP pxjtocol to local area network (LAN) IP protocol 

Prcterably, the data communication manager comprises a rerouter for 
rerouting a preliminaiy data request having a mobile tel^hony protocol to a 
mobile telephony node operable to convert the preliminary data request into a 
data request havmg a predetermined network protocol and to return the data 
request to the interfacing apparatus. 

Preferably, ihe mobile telephony protocol comprises CSD and the 
mobile telephony node comprises a Remote Access Server (RAS), 

Preferably, the interfiicing apparatus further comprises a mobile device 
configurer for configuring mobile telephony devices. 
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Preferably, the mobile device configurer is operable to configure the 
device with an access code for directing data requests to the interfacing 
apparatuis. 

Preferably, the access code comprises one of a group comprising; a 
5 WAP short code, an APN> a country code, a coiporate code, an identity based 
codcj and a network address. 

Preferably, a network server of a service network is located witWn a 
corporate network. 

Preferably, a network server of a service network is located within a 
1 0 private network. 

Preferably, a network server of a service network is located within the 
Intmiet 

Preferably, a format of at least one of the data requests comprises one of 
a group comprising: WAP data, standard data,, and secure data. 
15 Preferably, a format of at least one of the data requests comprises IP 

data. 

Preferably, the interfacing apparatus further comprises a visitor portal 
operable to direct the mobile device to a visitor portal page associated with the 
device. 

20 Preferably, tlie visitor portal comprises: a page generator for generating 

the visitor portal pages, and an interface for directuig the devices to the visitor 
portal pages. 
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Preferably, the visitor portal is operable to direct the mobile device to 
the visitor portal page upon initiation of a data session by the device. 

Preferably, the visitor portal is operable to generate the a$isociatcd 
visitor portal page in accordance with a current location of the device. 
S Preferably^ the current location is determined by parameters associated 

with the first mobile network. 

Preferably, the current location is deieimined by parameters associated 
with the interfacing apparatus. 

Preferably, the visitor portal is operable to generate tlie associated 
10 visitor portal page in accordaace with the first network. 

Preferably, the visitor portal is operable to generate the associated 
visitor portal page in accordance with the respective home network of the 
device. 

Preferably, the visitor portal is operable to generate the associated 
1 5 visitor portal page in accordance with the respective service profile associated 
with the device. 

Preferably, the visitor portal page contains links to at Jeast one of a 
group comprising: bookmark requests, a mobile device home page, a home 
network page, a first mobile network page, a location based pai^, an rntemel 
20 access page, a corporate access page, a search engine, and an e-mail service. 

Preferably, the data services comprise at least one of the following 
group of services: commercial services, emergency services, email, native 
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language customer assistance, global short code access, bookmaric access^ and 
short message service. 

Preferably, the selected service network comprises the first mobile 
networlc. 

5 Preferably^ the selected service network comprises a respective home 

mobile network of ttic mobile device. 

According to a second aspect of the present invention there is thus 
provided a mobile cellular communication device having a home cellular 
network and being able to roam other networks, tlie mobile device being 

y 10 associated with a service profile specifying service networks providing data 

h 

services lo the device, wherein the mobile device is configured to direct 

ii 

'.^ roamix^ data communications whilst roaming a respective one of the other 

y networics to a preselected data interface of the respective network, thereby to 



make connections to user-selected data services, the interface being selected to 



lyi 15 analyze requests for data services fiom the mobile device, to use Ihe request 

m 

^ analyses togeAcr with the service profile lo select a conespondingsen^ic 

fM networit, to introduce the mobile device to the identified service netvi^orks, to 

direct the data requests to network servers of the service networks, and to direct 
coiTcsponding data responses fix>m network servers of the service networks to 
20 the mobile device. 

Preferably, the data communication com|M"ises CSD communicaiicai. 
Preferably, Uie data communication comprises GPRS communication. 
Preferably, ttie configuration is ent^able at manufacture of the device. 
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Preferably, the configuration is enterablc cnterablc upon roaming access 
to a network. 

Px^ferably, the configuration is remotely applicable. 
Preferably, a configuration of the device is remotcJy entered by the 
5 respective networic, thereby to enable the device to direct roaming data 

communications to the data interface upon logon of llie device to tlie respective 
networic. 

Preferably, the device is configured with a predetermined access code 
for directing data requests to the interfacing apparatus. 
1 0 Preferably, the mobile device is operable to direct the data requests to 

the interface by outputting a predetennined access code. 

Preferably, the predetennined access code comprises one of a group of 
y codes comprising; a predetemimed access address, a predetermined AFN^ a 

m 

WAP short code, a country code, a corporate code, an identity based code, and 

PH 15 anetwoAcode, 

13 

Z§ Prefierably, the mobile device comprises one of a group comprising: a 

W mobile telephone, a portable computer, and a PDA. 

Preferably, mobile cellular communication farther comprises support for 
a WAP compatible device* 
20 Preterably, the WAP compatible device comprises one of a group of 

devices comprising: WAP, MHTML, CHTML, and SHTML devices. 

Preferably, mobile cellular communication comprises functionality to 
perform CSD communication. 
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AcccMrding to a tliird aspect of the present mvention there is thus 
provided a network having home mobile devices and able to allow connections 
with non-home mobile devices, the network having a data int^face for 
supporting data communication involving the non-home devices, the non-home 
devices being associated with respective home networks and with respective 
service profiles specifying service networks providing data services to the non- 
home devices, the data interface comprising: a data request analyzer, for 
analyzing requests for data services from the non-home mobile devices, a 
service network selector associated with the data request analyzer, for using the 
request analyses togetfier with respective service profiles to select a 
corresponding service network, and an interfacing engine associated with the 
service network selector, for introducing the non-home mobile devices to the 
identified service networks, for directing the data requests to network servers of 
the service networks, and for dkeoting corresponding data responses from 
network servers of the service networks to the requesting non-home mobile 
devices. 

Preferably, the data communication comprises CSD communication. 

Preferably, the data communication comprises GPRS communication. 

Preferably, the interface has a link to a supporting interface on at least 
one of the service networks. 

Preferably, the data request analyzer comprises: a device identifier, for 
identifying from at least one parameter received with a data request from the 
non-home mobile device a respective identity of the non-home rac*iie device, 
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and a data service detttminer for deiermmmg from at least one parameter 
received with the data request a respective data service requested by the non- 
home mobile device. 

Preferably^ an introducer, for introducing the non-home mobile device 
5 to the selected service network, and a data communication manager^ for 
managing data communication between the respective device and network 
servers. 

Preferably, data communication between the respective mobile device 
and a service nctwoA which allocates a private network address are performed 

10 with network address translation, and wherein data communication between the 
respective mobile device and a service network which does not allocate a 
private network address are performed without network address translation, and 
wherein the interfacing engine further comprises a network address translator 
comprising: a visited network address determiner, for detennining a visited 

15 network address allocated to a refqiective non-home mobile device by the 
netwofk, a service network address determiner, for determining a service 
network address allocated to the respective mobile device by the service 
network, and a readdresser, for replacing an originating network address of a 
data request with the service network address and for replacing a destination 

20 network address of a data response with the visited network address. 

Preferably, the data service determiner is furtho" operable to identify a 
service network authorization server. 
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Preferably, the introducer is farther operable to queiy the service 
network authorization server to authorize the data service request. 

IVeterably, the data interface farther comprises a visitor database lor 
storing properties associated with the respective mobile device, 
5 Preferably, at least some of the properties comprise the service profi les. 

Preferably, the device identifier is operable to identify the mobile device 
from at least one of the following group of parameters: MSISDN* mobile 
device home page, APN, and CLL 

Preferably^ the data communication manager comprises a session 
10 manager operable to create and terminate a data communication session. 

Preferably^, the data communication manager is furtlier operable as a 

router. 

Preferably, the data communication manager is further operable to 
perform location and identity based routing of the data conmiunicalion. 
p 1 5 Preferably, the data communication manager comprises a quality of 

service manager for managing quality of smice. 

Preferably, the data communication manager comprises a billing 
manager for managing billing. 

Preferably, the data communication manager comprises a network 
20 protocol converter for converting between WTP and HTTP. 

Preferably, the data communication manager comprises a network 
protocol converter for converting a data request having an incompatible 
protocol into a predetentnined network protocol 

17 
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Preferably, Ihe data communication manager comprises a rerouter for 
rerouting a preliminary da*a request having a mobile teleph<»iy protocol to a 
mobile telephony node operable to convert tiie preliminary data request into a 
data request havii]g a predetetmined network protocol and to return the data 
S r^uest to the data interface. 

Preferably the network farther comprises a mobile device configurer for 
configuring mobile telephony devices. 

Preferably, the mobile device configuier i$ operable to configure a 
mobile telephony device with an access code for directing data requests lo the 
1 0 interfacing apparatus. 

Preferably, the data interface further comprises a visitor portal operable 
to direct the mobile device to a visitor portal page associated with the device. 

Preferably, the visitor portal com.priscs: a page generator for generating 
the visitor portal pages, and an interface for directing the devices to the 
1 5 associated visitor portal pages. 

Preferably, the visitor portal is operable to generate the associated 
visitor portal page in accordance with at least one of the following: a service 
profile associated with the device, a respective home nelworic of the device, the 
network, and a user profile associated witti the device. 
20 Preferably, Ac visitor portal is operable to direct the respective mobile 

telephony device to the visitor portal upon initiation of a data session by the 
device. 
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Preferably, the visitor portal page contains links to at least one of a 
group comprising: bookmark requests, a respective device home page, a home 
network page, a netwotk page, a location based page, an Tntemct access page^ a 
corporate access page, a search aigine, and an e-m^1 service, 

5 Preferably, tiiie data services comprise at least one of the follovving 

group of services: commercial services, emcrgwcy services, email, native 
language customer assistance, global short code acc^, bookmark access, and 
short message service^ 

Accordmg to a fourth aspect of the present invention there is thus 

10 provided a system for supporting roaming data communication, the system 
comprising a network having home users and non-home users and a daUi 
interface, the interface is operable to support data communication between one 
of the non-home users having a roaming mobile device and a requested data 
service, the roaming mobile device is associated with a home network and with 

1 5 a service profile specifying service networks providing data services to the 
device, whcrdn the interface comprises: a data request analyzcgr, for analyzing 
requests for data services from the mobile device, a service network selector 
associated with ttie data request analyzer, for using the request analyses 
together with the service profile to select a correspondii^ service network, and 

20 an mterfacing engine associated mih the service network selector, for 

mtroducing the mobile device to flic identified service networks, fcnr directing 
tlie data requests to network servers of the service networks, and for directing 



19 



02 THU 15:01 FAX 872 3 6127575 E. EHRLICH 

corresponding data responses from network servers of the service networks to 
tiie mobile devices. 

Preferably, the data communication comprises CSD communication. 

Preferably, the data communication comprises GPRS communicatioa. 
5 Preferably, the interface has a link to a suppcnrting interface on at least 

one of the service networks network- 
Preferably, the data request analyzer comprises: 

a device identifier, for ideatijfying from at least one parameter received 
vntti a data request from the roaming mobile device a respective identity of the 
10 roaming mobile device, and 

a data service detcmiiner for determining from at least one parameter 
received with the data request a respective data service requested by the 
roaming mobile device. 

Preferably, the interfacing engine comprises: an introducer, for 
1 5 introducing the roaming mobile device to the selected service network, and a 
data communication manager, for managing data conununication between the 
roaming mobile device and network servers* 

Preferably, data communication between the roaming mobile device and 
a service network which allocates a private network address are performed with 
20 network address translation^ and wherein data communication between the 
foaming mobile device and a service network which does not allocate a private 
network address are performed without network address translation, and 
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wherein the interfacing engine fUrther comprises a network addrt^s translator 
comprising: 

a visited network address detenniner, for determining a visited network 
address allocated to the mobile device by the network, 
5 a service network address determiner, tbr determining a service network 

address allocated to the mobile device by the service network, and 

a readdresser, tbr rq>Iacing an originating network address of a data 
request with the service network address and for replacing a destination 
netwoik address of a data response with the visited network address. 
10 Preferably, the service network selector is further operable to identify a 

service network authorization server of the roaming mobile device. 

Preferably, the introducer is further operable to query the service 
network authorization server to authorize the data communication. 

Preferably, the data interface furtlicr comprises a visitor database for 
i 5 storing properties associated with the mobile device. 

Preferably, at least some of the properties comprise the service profiles. 

Preferably, the device identifier is operable to identify the mobile device 
from at least one of the following group of parameters: MSISDN, mobile 
device home page, APN, and CLI. 
20 Prefer^ly, the data communication manager comprises a session 

manager operable to create and terminate a data communication session. 

Preferably* the data communication manager is further operable as a 

router. 
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Preferably, the data communication manager is fiirthcr operable to 
perform location and identity based routing of the data communication. 

Preferably, the data conuniinicat!C«i manager comprises a quality of 
service manager for managing quality of service. 
5 Preferably, the data communication manager comprises a billing 

manager for managing billing. 

Preferably, the data communication manager comprises a network 
protocol converter for converting between WTP and HTTP, 

Preferably, the data communicati<»i manager comprises a networic 
1 0 protocol converter for converting a data request having an incompatible 
protocol into a predetermined network protocol 

Preferably, the data communication manager comprises a rerouter for 
rerouting a preliminary data request having a mobile telephony protocol to a 
mobile telephony node operable to conv^ the preliminary data request into a 
1 5 data request having a predetermined network protocol and to return the data 
request to the data interface. 

Preferably the system further comprises a mobile device configurer for 
configuring mobile telephony devices. 

Preferably, tiie mobile device configurer is operable to configure a 
20 mobile telephony device with an access code for directing data requests to the 
interfacing apparatus. 

Preferably, the data interface further comprises a visitor portal operable 
to direct the mobile device to a visitor portal p^e associated with the device. 
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Preferably, wherein the visitor portal comprises: a page generator for 
generating the visitor portal page, and an tnterfece for directtng the device to 
tihe visitor portal page. 

Preferably, the visitor portal is operable to generate the visitor portal 
5 ps^e in accordance with at least one of the following: a s^ce pi-oilie 

associated with the respective device, a home network of the respective device, 
the network, and a user profile associated with the device. 

Preferably, the visitor portal is operable to direct the respective mobile 
telephony device to the visitor portal upon initiation of a data session by the 
10 device. 

Preferably, 4ite visitor portal page contains links to at least one of a 
group comprising: a roaming mobile device home page, a home network page, 
a network pi^e, a location based page, an Internet access page, a corporate 
access page, a search engine, and an e-mail service. 

1 5 Preferably, the data services comprise at least one of the following 

group of services: commercial services, emergency services, emails native 
language customer assistance, global short code access, bookmark access, and 
short message service. 

According to a fifth aspect of the present invention there is tlius 

20 provided a visitor portal for supporting data communication from roaming 
mobile telephony devices, the mobile telephony devices being associated with 
respective home networks and with respective service profiles, and being able 
to roam non-home networks, the visitor portal comprishig: a page generator for 
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generating ibr the devices respective visitor portal pages according to the 
service profiles, and an inter&ce for directing the devices to the respective 
visitor portal pages. 

Preferably, at least some of the service profiles comprise a user profile* 
5 Preferably^ a user profile comprises user specified data service 

networks. 

Preferably, a non-home network being roamed by a mobile telephony 
device is operable to connect tlie mobile telephony device to the visitor portal. 

Preferably, the non-home netwoik is operable to connect the mobile 
10 telephony device to the visitor portal upon initiation of a data session by the 
mobile telephony device. 

Preferably^ tlie mobile device comprises one of a group of devices 
comprising: WAP. MHTML, CHTML, and SHTML devices. 

Preferably, the mobile devices are operable to perform CSD 
IS communication. 

Preferably, the mobile devices arc operable to perform GPRS 
communication. 

Preferably, a portal page comprises al least one link to a service 
network. 

20 Preferably, tlie page generator is operable to generate the respective 

vishor porta) page in accordance with a current location of the device. 

Preferably, the current location is determined by parameters associated 
with a non-home network being roanied by Uie mobile telephony device. 
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Preferably, the page generator is operable to gcnaate the respective 
visitor portal page tn accordance with a non-home network being roamed by 
the mobile telephony device. 

Preferably, the page generator is operable to generate the respective 
5 visitor portal page in accordance with the home network associated with the 
device. 

Preferably, the visitor portal page contains links to at least one of a 
group comprising: bookmark requests, a non-home user page, a mobile device 
home page, a home network page, a location based page, an Internet access 
. , 10 page, a coiporate access page, a search engine, and an e-mail service, 
g Preferably, the visitor portal comprises at least one visitor page 

5y template, and wherein the page generator is operable to generate a visitor portal 

y page by insertion of uiformation associated with a mobile device into one of 

US 

,5 the templates, 

pi 1 5 According to a sixth aspect of the present invention there is thus 

M provided a system for $upp(»ting roaming data contmunicatitm, the system 

13 

PU comprising a network having home users and non-home useis and a visitor 

portal for non-home users, the system is operable to connect a non-home user 
to the visitor portal. 
20 Preferably, the network comprises the visitor portal 

Preferably, the system is operable to connect the non-home user to the 
visitor portal upon initiation of a data session by the user. 
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Preferably, flie visitor poitol is operable to direct the non-home user to a 
visitor portal page associated with the device. 

Preferably, the visitor portal comprises: a page generaior for generating 
for the visitor portal pages, and an interface for directing the non-home user to 
5 the associated visitor portal page. 

Preferably, the page generator is operable to generate the associated 
visitor portal page in accordance with a current location of the device. 

Preferably* tlic current location is determined by parameters associated 
with the first mobile network. 
L^.. 10 Preferably, tfie page generator is operable to generate the associated 

g visitor portal page in accordance wiUi the home netwoilc of llie device. 

li 

%4 Preferably, tte page generator is operable to generate the associated 

, . 

y visitor portal page m accordance with a user profile associated with the device. 

m 

5. Preferably, the visitor portal page contains links to at least one of a 

■O 

ipH 1 5 group comprising: a non-home user page, a mobile device home page, a home 
^^1 netwoik p^e, a location based page, an Internet access page, a corporate 

m 

Pi access page, a search engine, and an e-mail service. 

According to a sevaith aspect of the present invention there is thus 
provided a network for supporting roaming of mobile communication devices 
20 between at least one mobile network and at least one service network providing 
data services, each of the mobile communication devices having a respective 
home network, the network comprising interfacing links to each of the mobile 
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networks and a roaming support unit associated with (lie interfacing links for 
providing home data of roaming devices to a respective interfacing link. 

Preferably, tlie network further comprises a database for storing 
properties associated with tlie mobile devices, 

Preferably, the database is further operable to store the home data. 

According to an ©i^th aspect of the present invenlion there is thus 
provided a method for supporting cellular data cc^nmunication between a 
mobile telephony device roaming wthin a first network and having a home 
network, the mobile lelq>hony device is associated with a service profile 
specifying service networks providmg data services to the device, and a 
requested data service, the method comprishig: receiving a data request for a 
data service from the mobile device, analyzing the data request to determine 
the data service and to identify the mobile device, identifying a service profile 
associated with the identified mobile device, using the request analysis together 
with the service profile to select a corresponding service network, introducing 
the mobile device to the service network; and forwarding die data request to the 
service netwoik. 

Preferably, the data communication comprises CSD commutiication. 
Preferably^ the data communication comprises GPRS communication. 
Preferably the method further comprises determining a service network 
address assigned to the mobile device by the service neiwoik. 
Preferably the method further comprises: 



27 



02 THU 15:03 FAX 972 3 $127575 0, EHRLICH 

dctennining if the service network address comprises a private network 
address, and 

if the service network addres<» comprises a private network address, 
p^fonning network address translation to translate an originating network 
5 addr^s of the data request from a visited network address assigned to the 
mobile device by the first network to the service network address. 

Preferably, performing network address translation comprises: 
determining the visited network address^ determining Lhe service network 
address, and, replacing the originating network address of the data request with 
1 0 the service network address. 

Preferably the method fuither comprises: receiving a data response from 
a data service, ttie data respcmse having a destination network address 
associated with the mobile device^ determining if the destination network 
address comprises a private network address, and if the destination network 
1 5 address comprises a private network address, performing network address 
translation to translate the destination network address from the service 
network address to the visited network address, and forwarding the data 
response to the mobile device. 

Preferably, performing network address translation comprises: 
20 determinir]^ the visited network address^ detennining the service network 

address, and replacing the destination network address of the data i-cquest with 
the visited nerpvork address. 
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Preferably the method fiatfaer comprises idciitilying a service network 
authorization server of the mobile device. 

Preferably, the service network authorization server comprises a Radius 

server, 

5 Pref(arabiy the method fiiither comprises querying the service networic 

authori2;ation server to authorize Ihe data request by the mobile device. 

Preferably the method further comprises identifying a home 
authorization server of the mobile device. 

Preferably the method further comprises queiying the home 
10 authorization server to authenticate the mobile device. 

Piefeiably the metliod comprises queiymg ttie service network only 
during initiation of a data session. 

Preferably the metliod comprises queiying the home network only 
during initiation of a data session. 



M ^ 5 Preferably the method comprises determining an identity of the mobile 

D 

device firom at least one parameter received with the data request 



Preferably the method comprises detem^ning an identity of the device 
from at least one of the tbllowing group of parameters: MSTSDN, mobile 
device home page, APN, and CLL 
20 Preferably, the mobile device is configurable to provide the at least one 

parameter. 

Preferably Uie method furdier comprises allocating a visited network 
address to the mobile device. 
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Pretenibly the method further comprises maintaining a visitor database 
for storing properties associated with the mobile device. 

Preferably, the properties comprise at least mt of the following group of 
prq[>erties: visited network name, visited network location, home network 
5 address, visited network address, service network address, service profile, and a 
user profile* 

Preferably the method comprises identifying the service profile from the 
database. 

Preferably the method comprises dctcmnning an identity of the home 
1 0 network from the database. 

Preferably the method fiirther comprises detennining the home networic 
address from the databiise. 

Preferably the method further comprises detenninmg the visited network 
address from the database. 
1 5 Preferably the method further comprises creating a data communication 

session for the mobile device. 

Preferably the method fiirther comprises terminating a data 
communication session for the mobile device. 

Preferably the method further comprises routmg the data 
20 communication. 

Preferably, the routing is location and identity based. 

Preferably the method further comprises managing quality of service. 

Preferably tlie method further comprises managing billing. 
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Preferably the method further comprises converting a network protocol 
of the data communication between WTP and HTIP, 

Preferably the method further comprises converting a data request 
having an incompatible protocol into a predctennined network protocol. 
5 Preferably the method further comprises r^oudng a preliminary data 

request having a mobile telephony protocol to a mobile telephony node 
operable to convert the preliminaiy data request into a data request having a 
predetermined network protocol and to return the data request to the data 
interftM:e. 

1 0 Preferably, the mobile telephony protocol comprises CSD and the 

mobile telephony node comprises a RAS. 

Preferably, a network server for the data service is located within a 
corporate network. 

Preferably, a network server for the data service is located within a 
15 private network. 

Preferably^ a network server for the data service is located within the 
Internet. 

Preferably, a format of at least one of the data requests comprises one of 
a group comprising: WAP data, standard data, and secure data. 
20 Preferably the method further comprises comiecting the mobile device 

to a visitor portal page associated with the mobile device. 

Preferably the method comprises connecting the mobile device to the 
visitor portal page upon initiation of a data session by the device. 
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Freferably the melhod further comprises generatiag die associated 
visit(H: portal page. 

Preferablys the associated visitor portal page is generated in accordance 
with a current location of the mobile device. 
5 Preferably, the current location is detennined by parametm associated 

witli the first mobile network, 

Prefeably the method comprises generating the associated visitor portal 
page in accordance with the home network of the device. 

Preferably the method comprises generating the associated visitor portal 
10 page in accordance with a service profile associated with the device. 

Preferably, the service profile comprises a user profile. 

Preferably, the visitor portal page contains luiks to al least one of a 
group comprising: bookmark requests, a mobile device home page, a home 
network page, a first mobile network page, a location based page, an Tmcmet 
15 access page^ a corporate access page, a search engine, and an e-mail service. 

Preferably, the mobile device comprises one of a group comprising: a 
mobile telephone, a portable computer, and a personal digital assistant (PDA). 

Preferably the method further comprises configuring the mobile device- 

Preferably, the data services comprise at least one of the following 
20 group of services: commercial services, emergency services, email, native 
language customer assistance, global short code access, bookmark access^ and 
short message service. 

Preferably, a service network comprises the first mobile network. 
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Preferably, a service network comprises the home mobile network of the 
mobile device. 

Brief Descriptton of the Drawings 

5 For a better understanding of the inv^tion and to show how the same 

may be carried into effect, reference will now be made, purely by way of 
example, to the accompanying drawings. 

With specific reference now to the drawings in detail, it is stressed that 
the particulars shown are by way of exaniple and for purposes of illustrative 

10 discussion of the prefwed embodiments of the present invention only, and arc 
presented in the cause of providing what is believed to be the most useful and 
readily understood description of the principles and conceptual aspects of the 
invention. In this regard, no attempt is made to show structural details of the 
invention m more detail than is necessary for a fundamental understanding of 

15 the invention, the description taken with the drawings making apparent to those 
skilled in the art how the several fonns of the invention be embodies in 
practice. In the accompanying drawings; 

Figure 1 shows data communication according to the client server model 
and using typical WAP architecture. 

20 Figure 2 shows data conmiuntcation with WAP/CSD roaming 

architecture. 
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Figure 3 is a simplified block diapaiii of a preferred embodiment of a 
cellular data communication interfacing apparatus for supporting cellular data 
communication. 

Figure 4 diows a preferred embodiment of an interlacing apparatus with 
5 a mobile device configurer. 

Figure 5 is a simplified block diagram of a preferred embodiment of a 
visitor portal. 

Figure 6 is a simplified block diagram of a preferred embodiment of a 
WAP/CSD roaming scenario with an interfacing apparatus. 
1 0 Figure 7 is a simplified block diagram of a preferred embodiment of a 

network ibr supporting roaming of mobile communication devices between a 
plurality of mobile networks. 

Figure 8 is simplified flow chart of a preferred embodiment of a method 
tor supporting cellular data communication between a mobile telephony device 
1 5 roaming within a visited mobile network, and a data service. 



m Description of the Preferred Embodiments 

Current methods for providing data access to mobile telephony users 
outside their home networks are inadequate. In most CSD mobile networks 
20 today, all data traffic to and from a roaming cellular telephone is routed 

through a WAP gateway in the device's home network, in addition to creating 
a cumbersome, expensive^ and generally inefficient routing, this also causes the 
mobile device to appear to be located within the home network. A user 
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accessing data services through a cell phwie may therefore be provided with 
irrelevant information. Network servers should provide information which is 
relevant to tilie user's actual location, while continuing to identify the mobile 
device correctly in order to provide services the device is authorized to access, 
5 An additional problem lacing mobile network opmtors today is to 

provide a wide variety of data services to users. These value added services are 
vety important for attracting and maintaining a customer base. Data services, 
such as commercial services, emergency services, email, native language 
customer assistance, global short code access, bookmark access, and short 
^ 1 0 message services, are commonly provided to mobile devices. Providing these 

o 

Q services to roaming mobile devices can be complex, as a distinction must be 

m 

Ml made between services that require information from the home network, such 

m 

as bookmark and email access, and services that require information from local 
services such as taxi and weather information. 



flu 1 5 Before explaining at least one embodiment of the invention in detail it 

H is to be understood that the invention is not limited in its appIicaticMi to the 

o 

i-H details of construction and the arrangement of the components set forth in the 

following description or illustrated in the drawings. The invention is af^licable 
to other embodiments or of being practiced or carried out in various ways. 
20 Also, it is to be understood that the phraseology and terminology employed 
herein is for the purpose of description and should not be regarded as limiting. 

Reference is now made to Figure 3, which is a simplijBed block diagram 
of a preferred embodiment of a cellular data communication interfacing 
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apparatus for supporting cellular data oommmiication to one or more roaming 
mobile telephony devices. Each roaming mobile telephony device is associated 
with a home mobile network. Each roaming mobile device is also associated 
wilh a service profile, which specifies various service networks which provide 
data services to the mobile device. ITie service profile may include a user 
profile specifying preferences and information of the mobile device user. The 
service profile may also include one or more conmiunity profiles, listing 
preferences and information of groups the mobile device user is a part of, such 
as corporate afSRliation or demogiaphic segmentatitm. Interfacing apparatus 
300 comprises data request analyzer 310, which analyzes requests for data 
services received from the mobile devices, service netwoiic selector 320 which 
selects service networks to provide the requested services to the mobile 
devices, and interfacing engine 330, which manages data communications 
between the mobile devices and Ihe selected service networks. When a data 
service request is received from a mobile device, the request is analyzed by 
data request analyzer 310, Then service network selector 320 selects the 
service network for each data request based on the results of the request 
analyses performed by the data request analyzer 3 1 0 together with the mobile 
device's service profile. Interfacing engine 330 next introduces the mobile 
devices to the identified service network, and directs communications between 
the m<Aile device and (he service nctwoik. Interfacmg engine 330 forwards 
data requests from the mobile device to the nctwoik servers of the service 
networks, and directs corresponding data responses from the network servers to 
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the requesting roaming mobile devices. Data services may be provided to the 
mobile device by the visited network, the device's home network, or by a third 
network having comiectivity to the visited network serving the mobile device. 
Interfacing apparatus 300 may serve mobile devices having various 
5 mobile communication protocols. In one preferred embodiment, the data 
communication protocol consists of CSD communications. Alternately, data 
communications may be GPRS communications. Interfacing apparatus 300 
may be conligured to operate with more than one protocol in parallel 
Different preferred embodiments described below are applicable to different 

^ ^ 10 technologies, according to technological needs and constraints. The above 

O 

& ^plies to similar enlbodimMls described below. 

t J In the prefetxed embodiment, interlacing apparatus 300 operates within 

yi a mobile telephony network which provides data services to roaming mobile 

telephony devices. AltemaUvely, intertacing apparatus 300 m^sy serve several 

y, 

p[| 15 mobUe operators. For example, interfacing apparatus 300 may serve as a 

ti 

v| country gatew^ that scarves all mobile operators of a countiy. The above 

m applies to similar embodiments described below. ITie mobile telephony device 

may be a WAP or WAP compatible device. Such devices include devices 
using MFTML, CHTML, and SHTML protocols. In the preferred embodiment 
20 the mobile device is CSD mobile device. Mobile devices include mobile 
telephones, portable computers, and PDAs. 

Interfacing t^paratus 300 may be located in anyplace having 
connectivity to the .service nctv^orks and to the visited mobile network serving 
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the device. In the preferred cmbodirocnt, intcrfacmg q>paratus 300 is located 
in the visited network serving the roainuig mobile device. In a further 
preferred embodiincntj an interfacing apparatas 300 is located in both service 
and visited networks and is linked by a private or public data network. A 
5 configuration of interfacing units connected by a private network enables (he 
monitoring and control of data routing, and simplifies tlie provision of user 
services such as billing and quality of service management. In an alternate 
preferred embodiment, the interfacing apparatus 300 is located in a service 
network* 

^ 1 0 In the preferred embodiment, data request analyzer 3 1 0 comprises 

O 

g device identifier 340 and data service determiner 350. An incoming data 

IFI 

^ J request to the interlacing apparatus 300 is analyzed by the data request analyzer 

fl 

M 3 1 0 to extract information and parameters. Device identifier 340 uses data 

P 

request parainelers to identify the device which semt the data request. The 

■ p 

li 15 parameters used ma^ include: MSISDN, mobile device home page, APN, and 
CLl These parameters may be used either separately or in combination to 
derive the device identity. The data service determiner 350 analyzes the 
request parameters to determine the requested data service, 

Tlie results ofUie request analyses are utilized by service network 
20 selector 320 to determine the service network the data request should be 

directed to. Service network selector 320 uses the device identity to locate the 
device's service profile. The service profile indicates the service network 
which provides the requested service to the device. The service network 
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selector 320 may use additional criteria to select the service network, including 
the identily of the tnterfacing apparatus serving the mobi le device, and the 
device location. The above applies to similar embodiments described below. 
In a preferred embodiment, service network selector 320 comprises a service 
5 profile locator winch locates the service profile. The service profile may be 
located anywhere having connectiviiy to the interfacing apparatus 300, for 
example within the interfacing apparatus 300, the mobile device, or in a 
database on the home network, visited network, or any other connected 
network* 

10 Interfacing engine 330 manages communication between the mobile 

device and ttie selected service network. In the preferred embodiment, 
interfacing engine 330 comprises Introducer 360 and data communication 
manager 370. After service network selector has detennined a service network 
corresponding to a data service request, communications are initiated between 

1 5 the mobile device and the service network when mtroducer 360 introduces the 
mobile device to the selected service network. 

Data communication manager 370 then manages data communication 
between the mobile device and the network server, flie interfacing engine 330 
transmits the data requests from the mobile device to the selected service 

20 network servers. Communication need not pass through the home network, 
and a ixomboning scenario is avoided. Data responses Irom the service 
network may also bypass the home network and be forwarded to the mobile 
device by the interfacing apparatus 300. 
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Some service networks assign private network addresses. When service 
networks allocate a private network address, network address translation may 
be necessaty to ensure proper data communication. In ttie preferred 
embodiment, interfacing engine 330 fiirther comprises a network address 
translator 380 tor performing network address translation. Netwcrk address 
translator 380 comprises a visited network address detenniner, a service 
network address determiner, and a rcaddresser* Visited network address 
deteiminer determines flie visited network address allocated to the mobile 
device- This address is used to direct data responses received Irom network 
servers back to the mobile device. In the prefmred embodiment, the visited 
mobile network allocates the visited network address to the mobile device. Jd 
an alternate preferred embodiment the data communication manner 370 
comprises a network address allocater for allocating a visited network address 
to the mobile device. Service network address detenniner determines the 
service network address allocated lo tlie mobile device by the service network. 
The service netwodc address can be assigned to the mobile device by tlie 
mterfacing apparatus 300 from a pool of addresses, and sent to the service 
network authorization server. The readdresser is responsible for perfuming 
the address translation on the data requests and responses managed by the 
interfacing engine. When network address translation is being performed, the 
readdresser replaces an originating network address of a data r^uest with the 
device service network address, and replaces a destination network address of a 
data response with the device visited network address. 
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Some data services requjic device authcdzation or authentication before 
they may be accessed by a mobile device. In a preferred embodiment, device 
identifier 340 fimher comprises a home network identifier to identify the 
device's home network. Home network identilier identifies the mobile 
device's respective home network from at least one parameter received with 
the data request. These parameters may include: the MSISDN, the mobile 
device home page, APN, and CLL The home network address may be required 
in order to correctly identify the device to the home network, for example when 
r^uesting authorization or authentication of the roaming device. The home 
network server may be queried before access is allowed to some home network 
services and for mobile device authentication. 

In a fiirthcr preferred embodiment, introducer 360 pertbrms data service 
accounting functions. According to the preferred embodiment, after the service 
network has been selected introducer 360 defines a data service user. If 
authorization is required for the data system user, introducer 360 obtains 
authorization for the user. Once a user is eligible to use a data service, 
introducer 360 sends a broadcast to the service iietwork. The broadcast may 
include a list of services the data service user may access, introducer 360 
monitors the data service user activity, and mahiiains an account for the user. 
When the data service user closes a data session, mtroduccr 360 sends a 
corresponding broadcast to the daia service network. The accounting records 
can be used to bill or credit the user for services used during the session, to 
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monitor client activity, and for other account management purposes, Tlie 
above applies to similar embodiments described below. 

In a preferred embodiment, service network selector 320 is fiirthor 
operable to identify a service network authorization server, such as a Riuiius 
5 s»ver, of the mobile communication device. In the preferred embodiment, die 
introducer 360 is further operable to query the service network authorization 
server to authorize and/or authenticate the data conmiunication. Authorization 
and/or authentication may be performed only when a mobile device initiates a 
data session^ or at any tune during the data session. 
10 In a preferred embodiment, the interfacing apparatus 300 further 

■fy comprise:^ a vis^ilor database for storing properties associated with mobile 



devices roaming witfam a mobile network. The device service profile may be 
stored in the database, and be accessed from the database by the interfacing 
apparatus 300. Properties that may be stored in the database for a given mobile 
Pi 15 device inchidc: service profile, visited network name, visited network location. 

H home network address, visited network atUlress, service network address, 

Q 

W community profiles, and a user profile for a user of the device. The database 

may also store the interfacing apparatois serving the mobile device. When a 
roaming mobile device logs on to a network, information may be gathered 
20 about the device and stored in the database, eitlier for the duration of the 
session or for a predetermined time period. In the preferred embodiment, the 
Information in the database is used by components of the interfacing apparatus 
300, including the scarvice network selector 320 and the network address 
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ttanslator 380. The abovementioncd components use the inlbnnation stored in 
the database to perfomi their required functions. 

When a data request is received by the interface from a given mobile 
device the request is analyzed by the data request analyzer 310 to determine the 
device^s identity and the data service requested by the device. The forniat of 
the data seivice request may be one of a group of formats, including: WAP 
data, sUmdard data, and secure data. In a preferred embodiment the data 
request format comprises IP data. The service network sciectot 320 then 
detennmcs the apprc^riate service network to provide tlie data service to ihe 
device, based on the device service profile and possibly other factors as 
described above. If necessaiy, authorization and/or auflientication of the device 
arc obtained ftom the service and/or home networks. TTie interfacing engine 
330 determines if the service network has assigned a private network address to 
the device. Tf a private network address was not assigned to the device, the 
interfacing engine 330 forwards the data request to the requested service 
network server with no fiirther processing. The service network server receives 
a data request from a mobile device having a network address within the visited 
mobile network and rettims its responses accordingly. The interfacing 
apparatus 300 revives the data response from the network server and forwards 
it on to the requesting mobile device, if a private network address was 
assigned to the device, the data request is network addnjss transtoor by 
network address translator 380 before being forwarded to the requested service 
netwCH-k server. The data request is recognized by the service networic as 
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ortgiBating from the correct mobile device, and given access to sites and 
services to which the mobile device is entitled. Hie reverse process occurs 
virhen the interfacing engine 330 receives a data response from a service 
network server with a private service network address. Interfacing engine 330 
5 replaces the device^s service network address with the device's visited network 
address^ and forwards the data response to the roaming mobile device. 
Typically, the device home network is not part of the data communication 
pathway. 

A requested networic server may be located in various locations within 
10 the accessible data network. Hie data service may be accessible via the visited 
mobile network, the home mobile network, or a thud mobile network. 
Additionally, flie network server may be within the Internet, or a private 
network, such as a corporate network. 

In the preferred embodiment the data communication manager 370 
1 5 comprises further components operable to implement additional interfacing 
functions. In the preferred embodiment the data communication manager 370 
comprises a session manager operable to create and tenninate a data 
communication session. 

In the preferred embodiment the data communication manager 370 is 
20 tiirthcr operable as a router. In a furiher preferred embodiment, the data 
communication manager 370 is further operable to perform location and 
identity based routing of the data communication. 
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In tlie preferred embodiment the data communication manager 370 
comprises a quality of service manager for managipg quality of service (QoS). 
In a further preferred embodim^it the data communication manager 370 
comprises a billing manager for managing bilh'ng. The quality of service 
5 manager and/or billing manager operate in conjunction with the mobile 
device's quality of service manager, billing manager, and/or Radius server in 
the home network. 

In the preferred embodiment the data communication manager 370 
comprises a network protocol converter for converting a data request having an 
10 incompatible protocol into a predetermined network protocol. In the prefenred 

$ 

5 embodiment the network protocol converter converts the network protocol of 

Q- 

P (he data communication between Wireless Transaction Protocol (WTP) and 

p HyperText Transfer Protocol (HTTP). 

In the preferred embodiment the data communication manager 370 

I' 

P 1 5 comprises a rerouter for rerouting a preliminary data request having a mobile 
telephony protocol to a mobile telephony node. The mobile telephony node 

pfi converts the preliminary data request into a data request having a 

predetermined nctwoik protocol and to return the data request to the interfacing 
apparatus 300. In one prefeircd embodiment the rerouter reroute a CSD data 
20 request to an RAS, which converts the request to an IP protocol and returns the 
request to the interlacing apparatus. Interfacing apparatus may alternate]^ 
comprise RAS and/or GGSN (Gateway GPRS Support Node) functionality. In 
an alternate preferred embodiment interfacing £^paratus 300 comprises 
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telephony protocol converter for converting a prcliminaiy data request with a 
CSD transport IP protocol to local area network (LAN) IP protocol. The above 
applies to simitar embodiments described below. 

Reference is now made to f igvire 4, which shows a preferred 
5 embodiment of an interfacing apparatus with a mobile device configurer In 
tlie prefetxed embodiment, the interfacing apparatus 460 fiirther comprises a 
mobile device confiigurar 470 lor configuring mobile telephony devices. 
Typically, a mobile device memory contams configurable parameters lhat 
ensure that a call is processed correctly by both the home and visited networks. 

10 Mobile device configurer 470 remotely configures the values of parameters 
within the mobile device. In the preferred embodiment, the mobile device 
configurer configures the device willi an access code for directing data requests 
to the interfacing apparatus 460- The access code may comprise one of a group 
including: a WAP short code, an APN, a country code, a corporate code, an 

1 5 identity based code, and a network address. 

A mobile phone user logging to a data service is often automatically 
logged on to a homepage preconllgured in the mobile device. The 
preconfiguted homepage may not be suitable for a roaming user located outside 
the home networic. For example, local time, weather, entertainment, and other 

20 seivices may be irrelevant. The user, however, may still require access to some 
local services such as email and corporate sites. As described below, a visitor 
portal may provide a roaming mobile device with access to these services. 
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to the preferred cmbodimeat the interfacing apparatus fiirther comprises 
a visitor portal operable to connect the mobile device to a visitor portal page 
associated with the device. The mobile device may be connected to the visitor 
portal when a data session is initiated The visitor portal page contains links to 

5 sites relevant to a specific user of a mobile device, from a specific home mobile 
network, visiting a specific visited mobile network. 

In a first prefeired embodiment the visitor portal is a part of an 
interiacing apparatus. A second preferred embodiment comprises a stand-alone 
visitor portal, where the mobile device accesses a mobile network and is 

1 0 directed to the visitor portal by the mobile network. The mobile network may 
direct all roaming iisers automatically to the visitor portal, or the mobile device 
may dial a special access code to reach the visitor poitaL In the stand-alone 
embodiment, ihc visitor portal can provide support to all types of roaming 
mobile devices, including both CSD and GPRS devices. 

1 5 Reference is now made to Figure 5, which is a simplified block diagram 

of a preferred embodiment of a visitor portal 500. Visitor portal 500 comprises 
page generator 510 which generates the visitor portal pages, and interface 520 
which directs each mobile device to the device's visitor page, 

1 he visitor portal 500 generates a visitor portal page for the specific 

20 mobile device, taking into account a number of factors. I hese factors may 
include: the device service profile, the device's cunent location, the visited 
network, the location of the visited network, the device's home network, etc. 
1"he device location may be determined from a number of factors, including the 
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visited network location, and/or the identity of an interfacing apparatus 
providing service to the mobile device. The service profile may contain a user 
profile and/or community profiles associated witli the device. In the preferred 
embodiment, the visitor portal page contains links to at least one of a group 
comprising: bookmarks, a mobile device home page, a home network page, a 
visited mobile network p£^e etc, a location based page» an Internet access page, 
a corporate access page, a search engine^ and an e-mail service. The 
bookmarks may be dynamically chosen by the subscriber^ and may include data 
services requested by the mobile device. In a prcfeired embodiment, tlie visitor 
pages arc generated from one or more templates stored in the visitor portal. 
The device specific bformation is inserted into a template to create a visitor 
template appropriate for a given device. 

The visitor portal 500 can tailor the visitor portal page associated with 
each mobile device in order to suit needs of every type of roaming user, such as 
private users, small office/home office (SOHO) users, and corporate users 
requiring access to WAP enabled (and WAP compatible) corporate 
applications. The visitor portal 500 can also tailor the visitor portal page 
according to user community affiliations. Advertising and other user and 
coinmuaify oriented notices can be inserted info the visitor portal page 
generated for each device. The visitor portal 500 pi^fcrably provides users 
with seamless service to their WAP phones without requiring any change of 
phone setup. 
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In the preferred application the visitor portal page generated for private 
and SOHO us^ may contain links to the user's home page in the home 
network, a VPMN related visitor page (preferably in the travelers native 
language), bookmarks, and Internet access. Corporate users may be 

S additionally provided access to a corporate portal. The visitor portal page 
content is composed of various data sources collected and integrated by the 
interfacing ^paratus and (he visitor portal 500. llie interfacing apparams may 
provide the visitor portal 500 willi network addresses required for generating a 
visitor portal page for a mobile device. 

10 The network address of the mobile device's home page may be 



f J determinable from the configuration of the mobile phone. If the home page 

P 

server resides in the home network, the session Is transferred to the HPMN by 



the interfacmg apparatus. If the home page resides on the Web, the data 

P 

^ session is routed to the Inlemel by die mterfacing apparatus to avoid a 

15 Iromboning scenario. 

0 

^ The visilOT network page m^ be a local site taigeted for visitors, chosen 

* by tlie visited network as a portal for traveler information service. Ihc visitor 

network page can be in the domain of the visited network or on the Internet, 
and may be provided and maintained by the VPMN or by local partners. In the 
20 preferred embodiment, the visitor portal 500 obtains the network address from 
the visited network, and maintains it in a database- The database may also 
contain an identification of the visitor*s preferred language, with the default 
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deteimined by the MSISDN. The home network may have a corresponding 
page fcnr its roaming users. 

In the preferred embodiment, the mobile device is provided with 
Internet access through an iSP in either the visited or home mobile networks, or 
by roirting through the interfacing apparatus. 

The visitor portal 500 provides the coiporateAO^N user with access to 
corporate resources tfirough the interfecing apparatus. For a coiporate private 
network accessible via the home network, the session is routed by the 
interfacing apparatus to the home nctworic as desoibed above. In the case of a 
global corporation with a worldwide presence, the interfacing apparatus may 
connect the mobile device to the nearest and/or fastest entry point into rht 
corporate VPN, Ace^s to a corporate network can be via the Internet or a 
dedicated coiporate link. For secure corporate WAP applications, access may 
be through a private WAP gateway. The visitor portal database may store the 
VFN/coiporate network address (URL), connection type, and the nature of the 
user's associaticMi with the network. 

In a preferred embodiment die interfacing apparatus database is operable 
to exchange information with databases of supportmg interfaces within other 
mobile networks. Likewise, in a further preferred embodiment the visitor 
portal database is operable to exchange information with databases of visitor 
portals in supporting interfaces within other mobile networks. 

The visitor porta) 500 may also perform an introduction process, similar 
to the one described above for the interfecing apparatas. The vi.sitor portal 500 
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may comprise introducer functionality of iis own, or may utilize the introducer 
in the interfacing apparatus, Tlie above applies to similar embodiments 
described below. 

Reference is now made to Figure 6 which is a simplified block diagram 
5 of a preferred embodiment of a WAP/CSD roaming scenario with an 

interfacing apparatus as described above. In the embodiment of Figure 6, an 
interfacing apparatus is located in both the VPMN (interfacing apparatus 604) 
and the Service network/HPMN (interfacing apparatus 608) linked by an IP 
netwoik. For the remainder of the description of Figure 6 Service 
10 networic/HPMN will be assumed to be the HPMN. 
Q Initiating the data request, WAP phone 600 dials a WAP short code» 

which is cmfigured as its dial-up number. The VPMN mobile network is 
W configured to route the packets from WAP phone 600 through the interfacing 

apparatus 604. Accordingly, MSG 602 comiects non-home mobile devices 
^1 1 5 dialing the short code number to interfacing apparatus 604. Interfacing 
^1 apparatus 604 al locates a local private IP address to both the WAP gateway and 

• user agent, and terminates the CSD leg. 

Interfacing a;pparatus 604 converts the call protocol for CSD to IP 
protocol, and creates a different, IP based, preferably using the standard HTTP 
20 M protocol Jhe WAP phone 600 does not automatically connect the 

interfacing apparatus 604 to the WAP pro3Qr in WAP phone's home network. 
Instead, the interfacing apparatus 604 analyzes the call from the WAP phone 
600, determines the device identity and required data services, and then uses 
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tf)e information to determine a data service network according to ilic device 
service profile. The interfacing apparanis 604 then connects the WAP phone 
600 directly to the URL of the data service network server, and manages data 
communications between the device and the service network until tlie device 
5 exits the data service. Alternately, the mobile device may be connected to a 
visitor portal^ as described above, with the requested data service listed as a 
link in the visitor portal page. 

Since the WAP gateway in the Hl^MN may be bypassed during some 
data communication, in the pret^ed embodiment interfacing apparatus 604 
1 0 additionally pcrfonns otiier WAP gateway fiinctions required for proper data 
communications. Specifically, interfacing apparatus 604 comprises a protocol 
converter for converting between WTP and HTTP. In case of a secured WAP 
site (WTLS) the WAP router will not convert the packets if the site specifically 
requires conversion by a local gateway, and only the routing and/or NAT 
1 5 capabilities of tlic inteifacing apparatus 604 are used. 

In the preferred raibodiment, the interfacing apparatus 604 additionally 
comprises a quality of service manager and billing manager. 

In order to access home services^ the user of the roaming mobile device 
must be able to access the HPMN IP backbone. The interfacing apparatus 604 
20 embedded NAT capabilities eliminate the match-up problrai of different 
private IP domains and addresses of various operators. Interfacing apparatus 
604 analyzes parameters received with the incoming WAP/CSD call to 
detennine the required HPMN, Such parameters include the CLI obtained 
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from the RAS ftinctionaWy in interfacing apparatus 604. When WAP phone 
6(H) sends a data request to a data service on the HPMN, interfacing apparatus 
604 pwforms NAT to translate the originating address of the data request to the 
home network address of the WAP phone. Data services on the HPMN 
5 therefore idcnlilV the WAP phone conrectly. 

In the preferred embodiment, if the upper level application is not WAP 
(for example GSM modem), or is targeted to a secured site, the interfacing 
^paratus 604 op(»rates as a simple router. 

The architecture illustrated in Figure 6 is backward cwnpatible with any 
M= 1 0 existing WAP infrastructure at the liPMN, regardless of the WAP gateway 
O vendor. Even if the WAP gateway at the JHPMN is implemented as a proxy, 

and a usmt wants to access home services, the session can bypass the HPMN 



m 



W WAP ^teway because the WAP conversion is performed at the VPMN, and 



thensfore continues as a regular IP session in Ihe HPMN. 

15 In Ihe prcfen^^i embodiment, the mobile device is configured to direct 

roaming data communications to a preselected interfacing apparatus, which 
operates substantially as the interfaces described above. The mobile device is 
associated with a service profile which specifics service networks providmg 
data services to the device. The device configuration may be entered when the 

20 device is manufactured, by a distributor of the device, or when tlie device 
accesses to a netwoik. In the preferred embodiment the device is remotely 
configurable. For example, a roaming device logging on to a visited network 
may be remotely configured with an access code. In the preferred embodiment 
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the device configuration includes a predetermined access code, such as a 
predetennined access address, a predeteimined APN, ^ WAP short code, a 
country code, a corporate code, an identity based code, or a network code. 
Transmission of the data request with the access code ensures that the mobile 
network identifies the data request as a roaming data request, and directs the 
data request to the interfacing apparatus. 

Reference is now made to Figure 7 which is a simplified block diagram 
of a prcfored embodiment of a network for suppcating roaming of mobile 
communication devices between at least one mobile network and at least one 
service network providing data services. Each of the mobile communication 
devices has a respective home network. Network 7S0 comprises interfacing 
Jinks 760. 1 to 760,n, and a roaming support unit 770 associated with the 
interfacing links. Each of the mobile networks, 780.1 to 780.n, and each of the 
service networks, 790.1 to 790,n, is associated with a respective interfacing 
link. Mobile networks nuiy function as service networks, and provide data 
services to mobile devices- The number of interfacing links, service networks, 
and mobile networks in the figure is for illustration purposes only, and may 
cCMinprise any number greater than one. 

The roaming support unit 770 provides data regarding the roaming 
mobile devices to a respective interfacing Imk. In a preferred embodiment the 
network further comprises a database for storing properties associated with the 
mobile devices, such as the device service profiles. In a further preferred 
embodiment the database is operable to store the home data. 
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Reference is now made to Figure 8 which is a simplified flow chart of a 
preferred embodimeRl of a method for supporting cellular data communication 
between a mobile telephony device roaming within a vjsiied mobile network 
and a data service. The mobile device is associated with a home network and a 
service profile. In step 800 a data request for a data service is received &om 
the mobile device, i he data request designates a requested data service. Data 
services include: commercial services, emergmcy services, email, native 
language customer assistance, global short code access, bookmark access^ and 
^ort message s^vice. lliese data services may be provided by a plurality of 
networks. The data request protocol may comprise WAP data, standard data, 
or secure data. The data request is analyzed in step 8 10, to determine the 
required data service and to identify the mobile device which sent the request 
In step 820, the service profile of the requesting device is identified. The 
device's service profile is used to select a service network corresponding to the 
required data service in step 830. In step 840 the mobile device is introduced 
to the service nctworit. Finely, in step 850 the data request is forwarded to the 
service network. Thus the data request is forwarded directly to the service 
network, and need not routed through the device home network unless the 
data service network server is located within Ihe home network. Forwarding 
data responses from the service network to the mobile device is handled in an 
analogous manner. The data service may be provided by the home network, 
the visited network, or any other accessible network. The requested data 
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service server may be located within the Inlemet, a corporate network, or a 
private network. 

In a prefeired embodiment, the identity of the mobile device is 
determined from at least one parameter received with the data request. The 
device identity may be determined from at least one of the following 
parameters: MSISDN, mobile device home page, APN, and CLL 

Network address translation may also be performed as necessajty to 
facilitate data communication between the mobile device and the data service 
network server. A preferred embodiment fiirth^ coinprises determining a 
service network address assigned to the mobile device by tlie service network. 
If the assigned service network address is a private network address, network 
address translation may be required. A preferred embodiment further 
comprises determining if the service network address comprises a private 
network address, andperfomiing network address translation if the service 
network address is private, to translate the originating network address of the 
data request from the device's visited network address the device's service 
network address. 

In a prcfeared embodiment performing network address translation 
comprises the steps of: det^mining the visited network address, determining 
the service network address, and replacing the originating network address of 
the data r«juest with the service network address. 

In a prefened embodiment performing network address translation 
comprises the steps of: determining the visited netwcMrik address, determining 
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the service network address, and replacing a destination network address of the 
data request with the visited network address. 

Jn a preferred embodiment, the method fiirther comprises identifying a 
service network authorization server of the mobile device^ such as a Radius 

5 server. Another preferred embodiment fiirther comprises querying the service 
network authorization server to authorize the data request by the mobile device. 
Another preferred embodunent comprises identifying a home network and/or 
home network authorization server. The device home network may be 
identified from the device service profile, or from parameters received with 

1 0 data requests from the mobile device, such as CLI* APN, mobile device home 
page, and MSISDN. The home authorization server may be queried to 
authenticate the mobile device. The home network and/or service network may 
be queried only during initiation of a data session. 

In a preferred embodiment, the method comprises allocating a visited 

1 S network address to the mobile device. 

In a jM'eferred embodiment, the method comprises maintaining a visitor 
database for storing properties associated witli the mobile device. The 
properties stored in the database may include: service profile, visited network 
name, visited network location, service network address, home network 

20 address, visited network address, community profiles, and a user profile. The 
user profile may be part of the service profile^ and may specily user 
information and data service preferences. The data stored in tlie database may 
be used during other steps of the method. For example, the service profile. 
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device network addresses, and home network may detemimed from the 
database. 

In a preA^d embodiment, the method comprises creating and/or 
terminating a data communication session for the mobile device. 
5 In a preferred embodiment, the method comprises routing the data 

communication. In anotlier preferred embodiment^ the method comprises 
managing quality of service and/or billing. 

In a preferred embodiment, the method comprises converting a data 
request having an incompatible protocol into a predetermined network 

, ^ 1 0 protocol. For example, the request protocol may be converted between WTF 

p 

Q and HTTP. A further prefened embodiment comprises rcrou^ 

P 

%i data request having a mobile telephony protocol to a mobile telephony node 

y operdble to convert the preliminary data request into a data request having a 

g predetermined network protocol and to return the data requ^t to the data 

o 

f!i 15 interlace. 

^ 

y. In a preferred embodiment, tiie method comprises connecting the mobile 

li device to a visitor portal page associated with the mobile device. The device 

may be connected to the visitor portal page when the device initiates a data 
session. The preferred embodiment further comprises generating the visitor 
20 portal page associated with each device. The visitor portal page generated for 
each device may vary depending upon the mobile phone location, llie identity 
of the home and visited mobile networks, a service profile associated with the 
mobile device, and other factors. The visitor portal page may contain links to a 
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variety of pages and services, such as: a mobile device home page, a home 
network page, a first mobile network page^ a location based page, an Internet 
access page, a corporate access page, a search engine, and an e-mail service. 
In a preferred embodiment, the method comprises configuring the 
5 mobile device* 

The above-described embodiments address the difficulties currently 
facing WAP data users. Usors of mobile telephones are efficiently connected 
to data services within the visited and home mobile networks, or elsewhere 
within the data network. Network servers preferably provide relevant, 
i^^ 10 localized data, while still allowing seamless access to corporate servers, CS13 
Q data users are routed efficiently to the data service network. GPRS subscribers 

i 

kj arc provided with simple access to a wide range of data services. Subscribe 

m 

U enjoy sesunless access to all portals and bookmarks, along with local 

m 

informaticHi and corporate intranet access for VPN members. The visitor portal 
p J 5 provides both WAP/CSD and WAP/GPRS mobile operators vrith a way to 

'4 tailor the services and information provided to the needs of each subscriber. 

13 

It is appreciated that certain features of the invention, which are, for 
clarity, described in the context of separate embodiments, may also be provided 
in combination in a single embodiment. Conversely, various features of the 
20 invention which are, for brevity, described in the context of a single 
embodimmt, may also be provided separately or in any suitable 
subcombination. 
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It will be appreciated by po-sons skilled in Ihc art that the present 
invention is not limited to what has been particularly shown and described 
hereinabove. Rather the scope of the present invention is defined by the 
upended claims and includes both combinations and subcombinations of the 
5 various featui^s described hereinabove as well as variations and modifications 
thereof which would occur to persons skilled in the art upon reading the 
fore^oin^ description* 
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